who adopt IoT offer their data more willingly to marketers and firms, which makes it easier for marketers to collect data and target customers more precisely. Additionally, IoT devices will enable various platforms for content marketing that are significantly different from and more effective than a 30 second TV commercial or a digital banner advertisement. Marketing messages will be more personalized, customized, and targeted to potential customers than ever before. Furthermore, IoT offers unlimited creativity for content creation as well as targeted delivery of content, as opposed to traditional advertising avenues. Not only does this solve many problems for marketers who work in an industry notorious for being unable to completely attrib ute spend on return, it also opens doors to see that direct return on investment (ROI).
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OVERVIEW
In a world where instantaneous video communication is the norm as imagined in the cartoon classic The Jetsons , hoverboards are as trendy as predicted by the 1989 film Back to the Future II , and selfdriving cars like the Batmobile are appearing on the market , one thing is clear: the time has come when what was once science fiction is no longer fiction. We have been riding the wave of technological evolution since the dawn of the Internet. On the horizon are significant advancements in virtual reality, artificial intelligence, and more. The foundation for these technologies and perhaps the most prevalent technological wave we will find ourselves in during the next generation is that of the Internet of Things (IoT). Since it is the root of other technological advancements and a phenomenon considered by many still in its infancy, IoT is extremely pertinent to examine. Current research, for the most part, agrees that IoT is a "network of interconnected objects that not only harvest information from the environment and interact with the physical world, but also use existing Internet standards to provide services for information transfer, analytics, applications, and communications." Anything that is capable of 1 having Internet connectivity soon will, if not already. This paper predicts that as IoT devices grow in capabilities, so too will their popularity, particularly among Millennials.
The current research focuses on the Millennial generation for several reasons. First and foremost, studies show that Millennials are more receptive to technology than previous generations. They are willing to adopt new technologies quickly and, more importantly, are not as conscious about the concurrent sacrifice of privacy and security. For marketers, this is important because it implies that Millennials are more likely to forfeit data which marketers can then use to facilitate better targeting and tailoring of marketing messages. Additionally, the fact that Millennials are willing to adopt technology means that there are more avenues for marketers to launch campaigns. IoT can be leveraged in creative and meaningful ways to market brands and products. Moreover, Millennials' purchasing power is projected to grow exponentially over the next ten years, making them an ideal target market for many brands looking to capture that revenue.
In this research, the relationship between IoT and Millennials will be examined. With their propensity to adopt technology early, and their simultaneous growing purchasing power, Millennials will be the ones to adopt IoT. Not only does this present marketers with a unique opportunity to collect significantly better data via more direct touch points with their target market, IoT presents an unprecedented opportunity for creativity in marketing efforts that will better engage Millennials. All in all, the predicted increase of the prevalence of IoT connected devices means that there is a digital marketing revolution on the horizon, particularly in messaging targeted towards Millennials. Their propensity to accept technological advances and their increasing purchasing power will define this revolution. The remainder of this paper is organized as follows: First, it examines the evolution of IoT and it's role in today's society; Second, the paper examines the Millennial generation and the data that explains their propensity to this technology. Third, there is an extensive discussion of the marketing implications of using increasingly advanced technology to collect data. Finally some of the challenges this new technology presents to both marketers and consumers are evaluated.
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THE EVOLUTION OF IoT
IoT is still considered by many in its infancy, though its applications are extremely advanced. To understand a background of IoT, one must first understand the evolution of the Web. The Internet is undoubtedly the "largest transformableinformation construct." Between 2 smartphones, computers, and other devices, much of today's society is embedded in and powered by the Internet. However, the evolutionary pattern of the Internet during the past two decades is Today, IoT refers to "the ability of everyday objects to connect to the Internet and to send and receive data" autonomously. As Web 4.0 is a web of integration, so too will IoT become an 8 IoT 4.0 of integration. Web 4.0is used to integrate devices via the Internet, such as smartphones to laptops. IoT will follow the same trend, however it will be much more expansive. An IoT 4.0 will mean that every enabled device that can be integrated, will the smart thermostat will be connected to the car, to the frying pan, to the smartphone, etc. These complex devices will all interact at once, talking autonomously and working in synchrony. Integrating different devices that work autonomously to support humans' everyday functions and alleviate the need to complete minute tasks. One routine that could be somewhat automated is the average morning routine. A home could be programmed to sense when a person awakens, to open the blinds automatically, and to start a smart coffee pot to brew ten minutes later. Automating these routine tasks would allow the individual to focus on other things. Additionally, a smart car could pull the location of the first meeting of the morning and automatically populate it into a GPS while connecting to a person's preferred music streaming app, allowing individuals to focus on other tasks such as driving rather than routine morning chores. 
HOW IoT ENABLES DATA COLLECTION
IoT is the gold mine of data for marketers because of its ability to silently and unintrusively collect unprecedentedly complex behavioral data. By tracking behaviors, these devices are able to piece it together to create an enhanced situational awareness, thereby providing the marketer sensor driven analytics and patterns of consumer behaviors. This actionable data is what is particularly valuable to marketers.
Tracking Behavior
Utilizing products embedded with sensors allows companies to easily monitor the behavior of persons, things, or data through space and time. IoT enabled devices are inherently sensordriven and collect data from numerous touch points depending on the architecture of the device including movement, physical activity, communication patterns, and more. Companies that implement IoT in their marketing plans allow for their "business models [to] be finetuned to take advantage of this behavioral data."
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Enhanced Situational Awareness
Aggregating several of these sensors collecting data from different touch points implies that these devices can become so advanced as to have enhanced situational awareness. Achieving realtime information of the physical environment and how consumers are interacting with it allows for decision makers to understand an environment before taking action. This allows for marketers to triangulate behavior and get a deeper, contextualized understanding of the patterns of consumer behaviors unlike ever before.
Sensor Driven Analytics
Taking all of this data into consideration, analytics can provide more digestible content for marketers. Sensor driven analytics can assist human decision making through deep analysis and data visualization software. Contextualizing the data leads to marketing automation and control unlike ever before, drastically reducing the burden on marketers to segment and find their audience. This allows marketing teams to focus on creating effective content for a few smaller segments rather than chasing a larger target market and hoping content is effective.
THE MILLENNIAL MOTIVATOR
The Millennial generation is the largest in history. According to an extensive study done younger Millennials simply observed the recession but were too young to understand the economic impact in a similar way. This is important to note because it shapes the consumer behavior for these two groups in very different ways.
A Technological Love Affair
Aside from simply being the largest generation, Millennials motivate this study for a few other reasons. First, they are extremely receptive to new technologies. In the aforementioned study conducted by Mintel, nearly half of Millennials responded that they "like to be one of the marketers, IoT is the data gold rush as it will be made available by these technologies; however, a challenge for these companies is that millennials' attention is a constantly moving target, and marketers need to adapt immediately.
More Money, More Targeting
Another reason to target Millennials is their growing purchasing power. According to Merrill Lynch, Millennials' purchasing power is projected to reach $8.1 Trillion by 2025 , as 21 illustrated in Figure 3 . Millennials will use their disposable income to purchase new technology and other luxury (nonessential) items. For example, younger millennials are more likely to purchase bigticket items such as homes, whereas older millennials are more likely to rent. 22 Similarly, they may be more willing to purchase a technologyenabled car (i.e., smart car) that firms will be able to equip with IoT features. As such, firms need to be cognizant of the divide within this generation and should alter their products and services in an appropriate manner. Millennials' consumer behaviors are affected by more than the Great Recession. As the highest educated generation, they respond very differently to marketing efforts compared to previous generations. T raditional advertising efforts such as television or radio advertisements do not influence purchase decisions as they did for past generations. Only 1% of surveyed millennials said that a compelling advertisement would make them trust a brand more. This is 23 because Millennials generally perceive traditional advertising efforts as "spin" and "unauthentic." This is manifested in behaviors such as installing ad blockers on computer 24 browsers or using Tivo to skip commercials regularly. A clear definition of the product is necessary for consumers to understand what exactly is being offered, and IoT allows for highly customized products. When a consumer is able to enjoy a customized product, that product is able to provide truly unique experiences; something that is highly valued by Millennials.
The placement of a product is typically its channel of distribution, such as whether the product can be purchased in physical stores or online marketplaces. Within a store, placement can be further divided into the physical location such as the checkout line, end aisle displays or back of the store. Placement also applies to marketing messaging, such as advertisements on billboards, television, radio, or digital banners. IoT changes the way consumers interact with marketing messages because the IoT devices enable consumers to be constantly connected to the firm, thus placement is anywhere the consumer is located.
The price of a product needs to be clearly determined as it communicates value to consumers. Like message placement, IoT changes this definition. IoT connected devices allow for dynamic pricing of items based on actual behavior, as opposed to somewhat traditional segmentation based on consumer demographics. For example, Progressive Auto Insurance has a device called the Snapshot that allows the company to collect actual driver information. This allows Progressive to dynamically price insurance based on actual driver behaviors as opposed to blanket pricing across demographics such as age or gender. 
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Finally, promotion is a crucial part of marketing as it applies to the actual message content that firms deliver. IoT allows for enhanced promotion in a few different ways. Because of the more sophisticated data collection practices, marketers can effectively target individual consumers and accordingly tailor content, in essence creating highly individualized and personalized messages. Additionally, IoT allows marketers to create more effective content based on data and continually test and optimize different messaging.
Taken together, IoT allows firms to more accurately address the four pillars of marketing: product, placement, pricing, and promotion. As consumers continue to adopt IoT, this opens a huge opportunity for marketers which, if executed appropriately, could result in higher ROI.
IoT DATA COLLECTION AND USER EXPERIENCES
There are several examples of how IoT is being used in marketing efforts today.
Although the hardware itself is fairly new and many devices have yet to be invented, marketers are currently capitalizing on this technology. Consumers are already adopting IoT enabled devices such as wearables. Sensors embedded in these smart devices harvest data and allow marketing to transform it into actionable patterns and analytics.
Smart Devices
According to Steve Reed, VP of Client Development at Elevation Marketing, "the inherent value of IoT is in connecting devices to the cloud, regardless of an individual's physical location." Given the projected prevalence of smart devices, marketers will enjoy countless 29 opportunities to market to potential buyers and to precisely target customers and achieve instant results. These devices can provide rich and detailed data on daily behaviors such as exercising, energy consumption, and workplace habits. This will enable businesses to develop more informed strategies and, in turn, improve ROI on future marketing initiatives.
Further, IoT allows for better, more consistent user experiences. When smart devices do not perform per expectations or begin to break down, that information is fed back to the supplier, providing an opportunity for immediate modification and improvement. As an example, Tesla cars automatically receive software updates and alert drivers when maintenance is necessary.
Companies will go the extra mile when they pair smart devices with sophisticated Customer Relationship Management (CRM) software, so that firms are able to do more for the customer than gather and organize of client data. It will be possible to utilize a CRM for more advanced capabilities and enhanced user experience. This software could go beyond data collection and into robust data analysis, allowing a business to make more informed decisions regarding marketing to its consumer base. This is priceless for marketers, because it "circumvents the need for processing information through a long chain of command," specifically IT departments.
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As previously stated, with better data collection comes better targeting. When consumers are constantly bombarded with marketing messages, it becomes increasingly necessary to provide exactly the right message to the audience in the most appealing way possible. IoT "helps
[marketers] create better customer experiences based on previous interactions with them." As it 31 applies to devices themselves, valueadded services and products will become even more important. This means that ordinary watches will give way to smartwatches (as we've already begun to see), kitchen blenders will be replaced by smart kitchen blenders, and this kind of strategy will begin to permeate product development and marketing strategies. The unique and distinctive value provided by such products will differentiate them from the competition, and make them seem far more desirable to the typical consumer.
IoT MARKETING TODAY
In addition to affording incredible means of data collection by using sensors, IoT enabled devices also enable unprecedentedly creative marketing campaigns. Not only can marketers reach consumers directly on these devices precisely when they are being used, but the plethora of IoT enabled devices also implies that there are an infinite number of new avenues for agencies to utilize this technology and leverage it to create compelling, highly engaging campaigns. Creative marketing campaigns today can be empowered by IoT. While these marketing campaigns may be considered innovative today, one day they will be entirely commonplace.
Music and Ridesharing Industry Collaboration
One example of IoT and marketing campaigns which enhance the user experience come from a partnership between Uber (ridesharing) and Spotify (music streaming). The companies partnered to allow users to engage in a unique experience simultaneously provided by both platforms. When a consumer books a ride while using Spotify to listen to music in the background, as long as the car is equipped with the correct technologies, the user can stream their Spotify playlist during their Uber ride. This experience puts both companies at a competitive advantage because it "improves the customer experience and helps retain customers by getting them locked into [both] their product ecosystem [s] ." This partnership is a particularly creative way to engage with Millennials. As a generation who is completely enthralled by and in love with music , as manifested in custom playlists and overnight hits with 33 millions of views on YouTube, and one that is also heavily involved in innovative user experiences like the sharing economy (Uber, Air BnB), the connection between the two companies means that consumers will associate one with the other over time as well. This provides for unprecedented opportunities for firms of all kinds.
Consumer Products
IoT marketing applications are not just limited to technological partnerships. Recently, one company called Appirio experimented with a vending machine powered by tweets. To get a product from the vending machine, users had to interact with it on Twitter. This provides a 34 unique user experience geared toward Millennial behaviors of sharing on social media.
Another example is Johnnie Walker whiskey. In 2015, parent company Diageo decided to connect 100,000 bottles to the internet so they could be used to send a personalised, onetoone digital video messages to dad in honor of Father's Day. Doing this helped Diageo involve Millennials 1) in the process of marketing and 2) generating the content. As a result, Diageo saw a 72% sales uplift leading up to Father's Day, and the cost of the campaign was repaid five times over. This campaign also helped to portray Johnnie Walker as innovative, positioned whiskey 35 as the perfect Father's day gift, and created a unique user experience both for the giver and the recipient of the product. 
Health and Fitness
Health conscious consumers could purchase an IoT connected cooking pan that analyzes the nutritional value of the food they're cooking. It could be programmed to automatically send that data to a food log app on their smartphone such as MyFitnessPal (powered by Under Armour). This would provide Under Armour with specific demographic information and insight into key behaviors of their consumers. For instance, based on eating habits, Under Armour could discern which of their customers are serious athletes or purchase clothing for "athleisure." With that information, Under Armour could target more effectively with dynamic marketing messages tailored to different segments.
Similarly, connecting that information with mobile apps for grocery stores would be beneficial. Grocers could also use this information to see what customers are actually cooking with their products. They could also send push notifications based on expiration dates to alert consumers when their food is close to spoiling or running out. For a healthoriented generation, this too would be an application we might see sooner rather than later. Additionally, this would help to ensure that grocery stores' inventories are not depleted because they will know ahead of time what products are being consumed and when a customer is likely to make a repeat purchase.
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Real Estate
Younger millennials are sooner apt to purchase a home in their lifetime than older millennials, so there is an opportunity to use IoT devices in this industry. Real estate agents could use IoT devices to quickly collect information of those attending an open house so as to follow up with similar listings. Additionally, they could target consumers for other homes by coupling previously collected data with geolocation services to send push notifications to their phone when they are in an area with similar listings that are listed by that agent.
Retail Shopping
Physical store environments actually have a "significant influence on [Millennials'] emotional states, including pleasure and arousal, which in turn influence consumers' impulse buying behaviors in the store." Brick and mortar store locations can actually plan to the 36 psychology of Millennials of propensity to adopt technology by including it in their actual physical layout. An IoT enabled mirror could be in a fitting room at a retail boutique so a consumer doesn't have to try on clothes directly rather, it can scan a consumer's body and outfit it with clothes based on the consumer's taste, determined by previously collected data. It could also suggest different outfits based on this data, and continue to market to the customer after he/she has left the store. This will provide a unique user experience that could be tailored to any segment, and could also increase ROI. If the mirror has the ability to advertise similar clothing or accessories, that would up sell other products as well to Millennials, who are known to be impulsive buyers. Moreover, if the consumer had an account from an online store, the mirror could recognize lost sales by tracking items left behind in a cart and push to recover those sales, thus engaging the online shopping experience.
Luxury Hotels
As mentioned previously, Millennials are notorious for loving experiences rather than products, so providing an experience as unique as each client would be an exciting proposition.
High end hotels who offer guests unparalleled comfort as their service could replicate a guests' home settings to provide that customized experience. Theoretically, hotels could pull data from a customer's phone to examine what the settings for temperature, lighting, alarms are in their own home to actually duplicate that comfort in a hotel room and provide a unique customer experience. Hilton hotel's new brand Tru which is targeted towards Millennials is an ideal 37 place to try out some of these ideas. This will allow a more traditionally perceived brand such as the Hilton hotel group to change their image and position their new hotel towards Millennials.
CHALLENGES WITH IoT
With infinite possibilities of IoT and marketing applications also come a fair share of challenges. Tracking big data, ensuring privacy and security of that data, and the ethics of collecting unnecessary data are among those challenges.
Bigger than Big Data
While it's important for firms to have the means to collect big data, storing that data easily can become an issue. As big data grows to become bigger than big data, the need for storage and the associated costs rise accordingly. Business' storage must be scalable: storing data 37 
Security
Because IoT is still in its infancy and has been somewhat rushed to market, the same standards for security as for other well established technologies such as smartphones do not yet exist. For instance, a recent study by HP showed that 70% of the best selling IoT consumer products lacked adequate security measures. Although it is possible for IoT devices to have 43 their software updated automatically to protect consumers and enhance security, that has to be a priority from the supplier. When companies do not "have a scheduled security patch pushed out on a regular basis, they become the weak link in your defense." Moreover, hacking into IoT 44 devices may not directly allow for somebody to do some damage, but they can use it to access other technological touch points. IoT can be used as "a pivot point to get into higher value devices with more sensitive information." The problem isn't just applicable to consumers: 45 security issues and compromises are as real for a home as they are for an enterprise, a power grid, a water supply, or a nuclear facility.
Ethical Implications
Furthermore, there are several ethical questions to be considered of companies' data collection and retention policies. One policy companies ought to consider is data minimization, which is the concept that "companies should limit the data they collect and retain, and dispose of it once they no longer need it." This can protect against two security related risks: first, larger 46 data stores present a more attractive target for data thieves, which in turn increases the potential harm to consumers. Second, if a company collects and retains large amounts of data, there is an increased risk that the data will be used in a way that departs from consumers' reasonable expectations. Especially when considering Millennials who are fiercely brand loyal, a scandal of misuse of data could ruin a company's reputation and entire livelihood.
Government Regulation
One example of an internal security issue was with Verizon Wireless. The telecom giant had knowingly been using hidden tracking technology known as "supercookies," which were used for targeted advertising without customers' permission. As the lines of governmental 47 regulation are blurred in the digital world, there can be an expected increase in attention to legal protection of consumers and businesses as it applies to digital practices and data collection specifically.
Taking everything into consideration, there are several challenges with IoT. With the projected prevalence of the adoption of smart devices and Millennials' propensity to sacrifice privacy and security in favor of being early adopters of these devices, firms are going to have to carefully consider their data collection practices and data protection protocols sooner rather than later. Moreover, since there is little to no government regulation in this area, it is entirely up to firms to work directly with consumers to set reasonable expectations of what data should be collected, how that data should be used, and when data should be permanently destroyed. Further, firms can work towards creating IoT enabled products and services which would help forge a stronger relationship between consumers and firms. Millennials will be able to focus on experiences rather than be bogged down by daily routines and menial chores, which would be accomplished by IoT connected devices. In turn, firms will be able to gather unprecedented data that they can use in future product creation and marketing messaging.
However, these interactions raise concern for consumer privacy, security and data storage. Firms will have to modify their infrastructure and analytical methods to account for the large amounts of data that will be collected. Further, consumers will have to become more cognizant of the risks associated with willingly sharing their data and become aware of the privacy limitations. Finally, firms and consumers will have to work closely with governmental Spilotro 27 agencies to minimize security concerns that will surely arise from these interactions and data exchanges.
For all parties involved, marketers, consumers, and firms; the growing applications for
IoT connected devices presents is just scratching the surface of opportunities while raising challenges. It will be interesting watch how this phenomenon will evolve over the next five to ten years and the manner in which both firms and consumers will modify their behavior in response to this evolution.
